Asia

Russia’s ICT and Cybersecurity Agreements

Country

Date

Agreement

Azerbaijan'

December 2019

Azerbaijani space company Azercosmos and the Russian Satellite
Communications Company, a component of the Russian Ministry of
Communications and Mass Media, sign a cooperation agreement on

satellite communications and broadcasting services.

China®

May 2015

Russia and China sign an intergovernmental agreement creating a legal
framework for dialogue between their relevant government departments
on information security issues, including joint responses to security
threats, training of specialists, and information exchanges.

December 2015

Russia's Safe Internet League - an affiliate of Rostelekom, Russia’s largest
state-owned telecommunications provider - signs a cooperation
agreement with China on exchanging experience in cybersecurity,
preparing joint reports, conductingjoint research, staging war-games in
the sphere of state information security, and countering information
warfare.

December 2015

Kaspersky Labs, a Russian cybersecurity company with likely Kremlin
ties?, and Chinese company Zhongguo Wangan sign an agreement on
cyber security cooperation.

October 2019:
Not yet confirmed

Chinese and Russian media sources said that Russia's internet censorship
agency, Roskomnadzor, and its Chinese counterpart would sign a new
agreement on combating illegal online content at an international security
conference in China. There has been no report on whether a deal was
actually signed at the conference.

India*

October 2016

Russia and India sign a bilateral agreement on security cooperation in the
use of information and communications technologies (ICT).

Kazakhstan®

April 2017

Kazakhtelecom, Kazakhstan’s state-owned telecommunications company,
and Solar Security, a Russian information security company owned by
Rostelecom, sign a memorandum of partnership on interaction in
cybersecurity.

June 2018

Russia and Kazakhstan’s central banks sign a cooperation agreement in
information security.

North Korea®

October 2017

Russia reportedly begins providing North Korea with internet access.
Russian telecoms provider TransTeleCom now provides North Korea
with ~60% of its internet service, allowing for closer ties between the two
countries and the possibility of North Korean cyberattacks via Russia's

mternet.

The September 2018 | Russia and the Philippines sign a memorandum of understanding on

Philippines’ responding to cybersecurity incidents, exchanging information on
cybersecurity threats, and conducting joint research and development on
cybersecurity technologies.

Singapore8 August 2019 Russia and Singapore sign a memorandum of understanding that likely

includes a cyber component. A joint statement from both parties
following the signing discussed Russia's intent to cooperate on countering
cybercrime with Singapore’s Cyber Security Agency.
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Turkmenistan®

October 2019

Russia and Turkmenistan sign an agreement on international information

security cooperation.

Vietnam™

September 2018

Russia and Vietnam sign an agreement on international information

security cooperation.

May 2019

Kaspersky Labs and the Vietnamese government sign an agreement that
allows Kaspersky to provide antivirus services for Vietnamese government
agencies and critical infrastructure facilities.

June 2020

Russia and Vietnam sign an international information security
cooperation agreement for 2020 — 2021. The agreement allows interested
departments to intensify direct action on issues relating to national
security in the information sphere.

South America

Country

Date

Agreement

Argentina"

December 2017

Russia and Argentina sign a memorandum on cooperation that covers a
broad range of security issues, including cybercrime.

Brazil™®

May 2010

Russia and Brazil sign a non-aggression agreement regarding information
weapons. The agreement is one of the first bilateral agreements of its

kind.

July 2015

Russia’s MePHI Institute, a Kremlin-affiliated nuclear research institute,
and Brazilian water and sanitation company Sanepar sign an agreement on
cyber defense technology, covering both software and physical
infrastructure.

January 2020

Kaspersky Labs opens an accountability center in Sao Paolo, Brazil.
Kaspersky claims its transparency centers are facilities where Kaspersky
partners can come learn about Kaspersky’s products and services in more
detail.

Venezuela™

March 2019

Russia deploys 99 military personnel to Venezuela, including
cybersecurity personnel. The deployment was made possible due to a
military-technical cooperation agreement between Russia and Venezuela.

Cuba'

July 2014

Russia and Cuba sign an agreement on cooperation in information
security. The deal includes jointly fighting cybercrime and maintaining

security of critical infrastructure.

March 2019

Russia and Cuba sign a memorandum of understanding on strengthening

cooperation on cybersecurity and telecommunications.

October 2019

Russia and Cuba sign a memorandum of understanding and cooperation

on security issues, including cybersecurity.

Europe

Country

Date

Agreement

Belarus'

September 2019

Russia and Belarus sign a plan for cooperation in information security.
The plan establishes consultations, information sharing, and coordinated
assessment and response to cyber threats.

PortugalI6

November 2018

Russia and Portugal sign a memorandum of understanding on
cybersecurity consultations. According to the memorandum, Russia will
provide Portugal consultation on “specific issues of cybersecurity,” but the
memorandum does not define those issues.

Serbia”

September 2017

Russia and Serbia sign a cooperation agreement calling for Serbian police
forces to receive training and help from Russian experts to fight
cybercrime.
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January 2019

Russia and Serbia sign a cooperation agreement on atomic energies. The
deal stipulates exchange of innovative technologies, including
cybersecurity.

Turkey18

April 2018

Russia’s and Turkey's communications ministries sign a memorandum of
understanding on ICT"s. The deal calls for broader cooperation,
including at the level of communications companies.

Africa

Country

Date

Agreement

Burundi®

October 2019

A major tech company in Burundi, INGO Techs.a.r.l., buys licenses for
Russian software from the Russian New Cloud Technologies cybersecurity
company. This was New Cloud's first international contract. Kaspersky
Labs owns 50 percent of New Cloud.

Rwanda®*®

October 2016

Russia and Rwanda sign an agreement on military technical cooperation,
which includes Russia providing information and cybersecurity
technologies.

South Africa®

September 2017

Russia and South Africa sign a cooperation agreement on maintaining
international information security, including regular bilateral
consultations. The agreement calls for creating a joint system for
responding to and investigating cyber threats and the use of ICTs for
terrorist and criminal purposes, jointly drafting and advancing the
relevant norms of international law, implementing joint research and
development projects, and training experts in this field. The document
allows closer coordination in the United Nations, BRICS, and the
International Telecommunication Union.

Uganda™

October 2018

Russia and Uganda sign a memorandum of cooperation on ICTs.

International O

rganizations

Organization

Date

Agreement

BRICS??

August 2019

Russia, along with the other BRICS members, signs a letter of intent for
joint cooperation on ICT use within the BRICS group. BRICS agrees to
share information on national digital identification systems, big data for
government policy, and national data management systems. BRICS also
agreed to cooperate with Russia on the development of smart cities.

CIS*

October 2019

The CIS member states sign the CIS October 2019 Information Security
Strategy. The strategy builds on two previous documents signed in 2008
and 2013, both regarding the information security of the CIS member
states, and calls for a coherent CIS information security policy as well as
cooperation among member states.

October 2019

The CIS member states sign a convention on cooperation in the digital
development of society. The documents state an intent to build a “digital
environment” across the CIS and “create conditions for the integration of
modern information and communication infrastructure and new
technologies, increase the efficiency of data exchange and the
implementation of innovative projects.”

CSTO?

April 2019

CSTO member states sign a cooperation agreement on information
security. The agreement stipulates strengthening inter-agency
collaboration, improving mechanisms to counter threats in the
information sphere, and providing mutual assistance to develop the
technological base for ensuring the information security of member states.
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United December 2019 | The UN General Assembly passes Russia’s UN Resolution on ICTs. The

6

Nations® resolution focuses on countering cybercrime and protecting states’ rights

in cyberspace.

Setbacks
Country Date Agreement
Spain®’ November 2018 Russia and Spain sign an agreement to create a joint cyber-security group

to stop the spread of damaging disinformation campaigns. Russia and
Spain signed the deal in November 2018, but a Spanish official stated in
December 2019 that no progress had been made toward implementing the

agreement, indicating the deal is facing setbacks.

' [“Russia and Azerbaijan sign an agreement on cooperation in satellite communications,”] Report AZ, December 5,
2019, https://report(.)az/ru/ikt/azerbaydzhan—i—rossiya—podpisali—soglashenie—o—sotrudnichestve/; [“Azercosmos
and State Enterprise KS signed an agreement on cooperation in the field of satellite communications,”] Russian
Satellite and Communications Company, December 3, 2019, https://www.rscc(.)ru/press/azerkosmos-i-gp-ks-podpisali-
soglashenie-o-sotrudn.

* 2015: [“On the signing of an Agreement between the Government of the Russian Federation and the
Government of the People’s Republic of China on cooperation in the field of ensuring international information
security,”] Russian MFA, April 30, 2015,
http://static.government(.)ru/media/files/5AMAccs7mSIXghffiUa78 sWwMW cABD]Jw. pdf;

Safe Internet League: “Cooperation Agreement signed by Russia’s Safe Internet League and China’s
Cybersecurity Association,” Safe Internet League, December 22, 2015, http://www.ligainternet.ru/en/news/news-
detail.php?ID=13017; “Russia’s Internet Defense League: A ‘Grassroots Initiative” Created By The Government,”
RFERL, July 18, 2012, https://www.rferl.org/a/russias-internet-defense-league-a-grassroots-initiative-created-by-
the-government/24649221.html.

Kaspersky: [“Kaspersky Labs will partner with Zhongguo Wangan in the field of cybersecurity, "] TASS, December
16, 2015, https://tass(.)ru/ekonomika/2535115.

Potential 2019 deal: “Russia and China to sign treaty on combatting illegal online content,” Reuters, October 8,
2019, https://www.reuters.com/article/us-russia-china-internet/russia-and-china-to-sign-treaty-on-combating-
illegal-online-content-idUSKBNIWNIE?; [“Roskomnadzor to sign an agreement with China’s Internet
regulator,”] RBC, October 8, 2019, https://www.rbe(.)ru/rbefreenews/5d9cad4.99a794.7¢9c1a6d665;
Russia-China information security cooperation: [“Russian-Chinese cooperation on information security, ]
Cyberlinka, 2018, https://cyberleninka(.)ru/article/n/rossiysko—kitayskoe—Vzaimodeystvie—po—voprosam—
obespecheniya-informatsionnoy-bezopasnosti;

8 “Kaspersky Lab Has Been Working With Russian Intelligence,” Bloomberg, July 11, 2017,
https://www.bloomberg.com/news/articles/2017-0%7-11/kaspersky-lab-has-been-working-with-russian-
intelligence.

4 [“Agreement Between the Government of the Russian Federation and the Government of the Republic of India
About Cooperation in the Field of Support Safety in Field Use of Information and Communications
Technologies,”] Russian MFA, October 15, 2016,

https://www. mid(.)ru/ru/foreign_policy/international_contracts/2_contract/—/storage -viewer/bilateral/page-
1/5166%7?_storageviewer_WAR _storageviewerportlet_advancedSearch=false&_storageviewer_WAR_storageviewerport
let_keywords=%D0%98%D0%BD%D0%B4%D0%B8%D1%8F& storageviewer_WAR_storageviewerportlet_fromP
age=search&_ storageviewer_WAR_storageviewerportlet_andOperator=I.

% 201%7: Anna Gussarova, “Kazakhstan Launches ‘Cyber Shield’ Concept,” Jamestown Foundation, November 20,
2017, https://jamestown.org/program/kazakhstan-launches-cyber-shield-concept/; Nikolai Enelane, [“Why the

Institute for the Study of War ©2020



state is willing to pay for information security, ”] InformBuro, June 19, 2017,
https://informburo(.)kz/stati/pochemu-gosudarstvo-gotovo-platit-za-nashu-i-svoyu-cifrovuyu-bezopasnost-
.html; [“Kazakhtelecom and Solar Security signed a memorandum of partnership and interaction in the field of
cybersecurity, "] Rostelekom-Solar, April 27, 2017, https://rt—solar(.)ru/events/news/906/;

Acquisition: Jane Kuhuk, “Rostelekom Acquires Solar Security for $23 Million to create national cybersecurity
center,” East-West Digital News, May 28, 2018, https://www.ewdn(.)com/2018/05/28/rostelecom—acquires—solar—
security-for-23-million-to-create-national-cybersecurity-
center/?__cf_chl_jschl_tk__=428b8fa8c3baobcifcs0eblaafeOb2ea7d95bbs4-1592856008-0-
ARuhHwnNFPehmXrUmWG]Ywgq-fMoykU6ZIFoUU40sj332Y_YSKOpNEVwBEeljOligGO]J]JrfyezrM5kR -
De8GWgM6y136wi1LiwPgFONwomGJI8hS9SggllhpQor7Hk73z2W8OZwwLF-

JSPSH]JX0X7/9]53r7SfyhTGzoY ce35xgd7tOJd3hbKO3wiwQeMmEaQCbm2c-gbXuoTH]JyCSIZQE 7 re-
uGVX_gQWd]GvwvoUA750eNeCn4k7nMNW]JOKXFJM7RIstUZTmPkUgHfedMlgOrn3X4wo-
TshMEMcd3tJumxpUUNgPIRKDumBAzaSu5 CXkHOgiUOmYacbZ]DxsylYBq98ndU4.51TFopsSNdGbnglGfoP
896xrQAEUtvabqlPnOrgemtmbdW5Ihe[LxTIGprkog9tm87LYuNETombeWxbBLi4.

2018: Arman Kaliyev, “Kazakhstan’s cyber-security agreement with Russia deemed unwise,” Central Asia News, June
25, 2018, https://central.asia-news(.)com/en_GB/articles/cnmi_ca/features/2018/06/25/feature-01; “On signing
the agreement between the Bank of Russia and the National Bank of Kazakhstan on cooperation and information
exchange in the field of financial market supervision,” Russian Central Bank, June 8, 2018,
http://www.cbr(.)ru/eng/press/pr/?file=09062018_15455Teng2018-06-09t15_45_20.htm#¥highlight=kazakhstan;
[“The Central Bank of the Russian Federation and the National Bank of the Republic of Kazakhstan agreed on
the exchange of information in the field of financial market supervision, "] InBusiness KZ, June 8, 2018,
https://inbusiness(.)kz/ru/last/cb—rf—i—nacbank—rk—dogovorilis—ob—obmene—informaciej—v—sfer; [“Cooperation
agreements signed between NBRK and CBR, "] Kazakh Finance Association, June 8, 2018,
http://www.afk(.)kz/ru/news/podpisanyi—soglasheniya—o—sotrudnichestve—mezhdu—nbrk—i—czbr.html.

6 “Russian firm provides new internet connection to North Korea,” Reuters, October 2, 2017,
https://www.reuters.com/article/us-nkorea-internet/russian-firm-provides-new-internet-connection-to-north-
korea-idUSKCN1C70D2; Martyn Williams, “Russia Provides New Internet Connection to North Korea,” 38
North, October 1, 2017, https://www.38north.org/2017/10/mwilliams1o0117/.

7 “DICT, Russian company to cooperate on Cybersecurity initiatives,” Philippines Department of Information and
Communications Technology, September 25, 2018, https://dict.gov(.)ph/dict—russian—company—to—cooperate—on—
cybersecurity-initiatives; Teresa Umali, “Philippines collaborates with Russia on cybersecurity,” Open Gov Asia,
September 28, 2018, https://www.opengovasia.com/philippines-collaborates-with-russia-on-cybersecurity/.

8 “Meeting between Senior Minister and Coordinating Minister for National Security Teo Chee Hean and
Secretary of the National Security Council of the Russian Federation Nikolai Patrushev, 30 August 2019,”
Singapore MFA, August 30, 2019, https://www.mfa(.)gov.sg/Newsroom/Press-Statements-Transcripts-and-
Photos/2019/08/300819_SM-Teo-meeting; George Barros and Nataliya Bugayova, “The Kremlin’s Outreach to
Singapore,” Institute for the Study of War, October 18, 2019, http://iswresearch.blogspot.com/2019/10/russia-in-
review-kremlins-outreach-to.html; “Russian security chief discusses cooperation with Interpol, cybersecurity in

Singapore,” TASS, August 29, 2019, https://tass(.)com/society/1075608.

9 “Foreign Ministry’s answers to questions for a news conference on Russia’s diplomatic performance in 2019,”
Russian MFA, January 17, 2020, https://www.mid(.)ru/ru/foreign_policy/news/—
/asset_publisher/cKNonk]Eo2Bw/content/id/3995958?p_p_id=10I_INSTANCE_cKNonkJEo2Bw& 101 INSTAN
CE_cKNonk]Eo2Bw_languageld=en_GB; “Russia, Turkmenistan agree to co-op in information security,” Trend,
October 15, 2019, https://en.trend(.)az/casia/turkmenistan/3132064..html.

°2018: [“Agreement between the Government of the Russian Federation and the Government of the Socialist
Republic of Vietnam on cooperation in the field of ensuring international information security,”] Russian MFA,
September 6, 2019, https://www.mid(.)ru/ru/foreign_policy/international_contracts/2_contract/-/storage-
vieward baladerslipage Wi5834 50



2019: [“Russian company will help Vietnam create antivirus for government agencies, ] Russian Ministry of Digital
Development, Communications and Mass Media, August 77, 2019, https://digital.gov(.)ru/ru/events/39250/;

2020: “Press-release on Signing Plan to Implement the Main Directions of Cooperation between Russia and
Vietnam on International Information Security for 2020-2021,” Russian MFA, June 19, 2020,
https://www.mid(.)ru/en/foreign_policy/news/-/asset_publisher/cKNonkJEo2Bw/content/id/4169822.

" [“Russia and Argentina sign memorandum of cooperation on security issues,”] TASS, December 5, 2017,
https://tass(.)ru/politika/4787274; [“Russia and Argentina sign memorandum of cooperation on security,”] RIA
Novosti, December 12, 2017, https://ria(.)ru/20171205/15102854.76 .html.

"* 2010: Gustavo Diniz, et al, “Deconstructing Cyber Security in Brazil: Threats and Responses,” Igarape Institute,
December 2014, https://igarape(.)org.br/wp—content/uploads/2OI4-/II/Strategic—Paper—II—Cyber2.pdf, page 28;
[“On signing the Agreement between the Government of the Russian Federation and the Government of the
Federal Republic of Brazil on cooperation in providing international information and communication security, "]
Pravo, March 13, 2010,
http://pravo.gov(.)ru/proxy/ips/?docbody=&nd=102138309&intelsearch=%C1%Fo%E0%E? % E8%EB%E8%FF;
2015: Luiz Padilha, [“Brazil buys Russian innovation to protect companies from cyber attacks,”] [“Air and Sea
Deﬁznse,”] July 20, 2017, http://www.defesaaereanaval(.)com.br/brasil—compra—inovacao—russa—para—protecao—de—
empresas—contra—ataques—ciberneticos/.

2020: Angelica Mari, “Kaspersky to open transparency center in Brazil,” C{Net, November 16, 2019,
https://www.zdnet.com/article/kaspersky-to-launch-transparency-center-in-brazil/; “Kaspersky to store data of
its customers in the United States and Canada in Switzerland,” Kaspersky, November 13, 2019,
https://www.kaspersky(.)com/about/press-releases/2019_kaspersky-to-process-and-store-data-of-its-customers-
from-the-united-states-and-canada-in-switzerland

' Matt Spetalnik, “Russian deployment in Venezuela includes cybersecurity personnel,” Reuters, March 26, 2019,
https://www.reuters.com/article/us-venezuela-politics-russians/russian-deployment-in-venezuela-includes-
cybersecurity-personnel-u-s-official-idUSKCN1R72FX; “Russian Military Officials Arrive in Venezuela for
Defence Talks,” Sputnik, March 25, 2019, https://sputniknews(.)com/latam/2019032510735134.07-russia-

venezuela-cooperation/.

“ 2014: [“Agreement between the Government of the Russian Federation and the Government of the Republic of
Cuba on cooperation in providing international information security,”] Russian MFA, July 17, 2014,
https://www.mid( .)ru/ru/foreign_policy/international_contracts/2_contract/—/storage -viewer/bilateral/page-
2/44171?_storageviewer_WAR_storageviewerportlet_advancedSearch=false&_storageviewer_WAR _storageviewerport
let_keywords=%D0%9A%D1%83%D0%B1%D0%B0&_storageviewer_WAR _storageviewerportlet_fromPage=search
&_storageviewer_WAR _storageviewerportlet_andOperator=I.

March 2019: “Russia, Cuba agree to boost cooperation in cyber-security and communications,” TASS, March 27,
2019, https://tass(.)com/world/1050789 ; [“Minister of Telecom and Mass Communications of Russia will
provide the transfer of Russian IT to Cuba,”] Russian Ministry of Digital Development, Mass Media, and Communications, March
27, 2019, https://digital.gov(.)ru/ru/events/38870/.

October 2019: [“Russia and Cuba sign agreement to promote security cooperation,”] HispanTV, October 16, 2019,
https://www.hispantv.com/noticias/cuba/4.40234/rusia-acuerdo-cooperacion-seguridad-relaciones; [“Russian
Security Council and Cuban Interior Ministry signed a memorandum of cooperation,”] TASS, October 15, 2019,
https://tass(.)ru/politika/7oo4.736 ; [“Russian-Cuban security consultations held in Havana, "] Russian Security
Council, October 15, 2019, http://www.scrf.gov.ru/news/allnews/2660/.

15 [“Belarus and Russia signed cybersecurity cooperation plan,”] Sputnik, September 10, 2019,
https://sputnik(.)by/defense_safety/20190910/104.26884.87/Belarus-i-Rossiya-podpisali-plan-sotrudnichestva-
po-kiberbezopasnosti.html; “Belarus, Russia to expand cooperation in information security,” Belta, September
Institute for the Study of War ©2020



10, 2019, https://eng.belta(.)by/politics/view/belarus-russia-to-expand-cooperation-in-information-security-
124.031-2019/.

16 [“Russia and Portugal agree to regular consultations on cybersecurity,"] TASS, November 24., 2018,
https://tass(.)ru/politika/5830562; [“Foreign Minister Sergei Lavrov’s remarks and answers to media questions
following talks with Portuguese Foreign Minister Antonio Santos Silva, Lisbon, November 24, 2018, ”] Russian
MFA, November 24, 2018, https://www.mid(.)ru/web/guest/meropriyatiya_s_uchastiem_ministra/—
/asset_publisher/xK1iBhB2bUjd3/content/id/3419861.

"7 201%7: “Russians to Help Serbia Fight Cyber Crimes,” Balkan Insight, September 5, 2017,
https://balkaninsight(.)com/2017/09/05/russians-to-help-serbian-police-in-fight-against-cyber-crime-09-05-
2017/; “Serbia-Russia Security Agreement Worries Experts,” Balkan Insight, March 12, 2018,
https://balkaninsight(.)com/2018/03/12/serbia-russia-security-agreement-worries-experts-03-09-2018/.

2019: [“Agreement between the Government of The Russian Federation and the Government of the Republic of
Serbia on cooperation in the field of the peaceful uses of atomic energy based on proven and innovative
technologies,”] Russian MFA, January 17, 2019,

https://www. mid(.)ru/ru/foreign_policy/international_contracts/2_contract/—/storage—Viewer/bilateral/page—

1/53800.

18 [“Russia and Turkey signed an agreement on cooperation in the field of communications and ICT,”] GlasNarod,
April 4, 2018, https://glasnarod(.)ru/rossiya/167378-rossiya-i-turcziya-podpisali-soglashenie-o-
sotrudnichestve-v-oblasti-svyazi-i-ikt; [“Russia and Turkey will cooperate in the field of ICT,”] Russian Ministry of
Digital Development, Mass Media, and Communications, April 4, 2018, https://digital.gov(.)ru/ru/events/gSIIO/

9 “Russia-Africa Summit: Burundi Pushes Russia For Software Help,” EABW News, October 23, 2019,
https://www.busiweek.com/russia-africa-summit-burundi-pushes-russia-for-software-help/; “Kaspersky Lab
buys Stake in Tech Company New Cloud Technologies,” Russia Business Today, May 14, 2019,
https://russiabusinesstoday.com/featured/kaspersky-lab-buys-stake-in-tech-company-new-cloud-technologies/.
20 [“Agreement between the Government of the Russian Federation and the Government of the Democratic
Republic of Rwanda on Military-Technical cooperation,”] Kremlin, February 15, 2017,
http://docs.cntd(.)ru/document/420384.227.

*' “Press release on signing a cooperation agreement between the Government of the Russian Federation and the
Government of the Republic of South Africa on maintaining international information security,” Russian MFA,
September 4, 2017, https://www.mid(.)ru/en/foreign_policy/news/—
/asset_publisher/cKNonk]Eo2Bw/content/id/28544.30; “Russian, South African top diplomats ink cybersecurity
cooperation deal,” TASS, September 4, 2017, https://tass(.)com/politics/963564.

** “Uganda, Russia sign ICT Pact,” Newvision, October 18, 2018,
https://www.newvision.co(.)ug/new_vision/news/14.87917/uganda-russia-sign-ict-pact; [“Alexei Volin met with
the President of Uganda,”] Russian ministry of Digital Development, Mass Media, and Communications, October 18, 2018,
https://digital.gov(.)ru/ru/events/38550/.

# “BRICS countries to cooperate in ICT sector,” Telecom Paper, August 19, 2019,
https://www.telecompaper.com/news/brics-countries-to-cooperate-in-ict-sector--1304.94.6; “BRICS countries
to cooperate in ICT sector,” BRICS Info, August 21, 2019, http://infobrics.org/post/29167%; [“Cooperation of the
BRICS countries in the ICT field at the suggestion of Russia has been expanded with four new areas,”] Russian
ministry of Digital Development, Mass Media, and Communications, August 21, 2019, https://digital.gov(.)ru/ru/events/39262/.

#“CIS Strategy on Information Security Approved,” IACIS, October 29, 2019, https://iacis(.)ru/iacis—
eng/News/Partners/cis_strategy_on_information_security_approved; [“On the Strategy for information security
Institute for the Study of War ©2020



for participating states of the Commonwealth of Independent States,”] CIS, October 25, 2019,
cis. minsk(.)by/reestr/ru/index.html#reestr/view/text‘?doc: 6162.

25 [“In the CSTO member states, the Agreement on Cooperation in the Field of Information Security goes into
Force,”] CSTO, April 2, 2019, https://odkb—csto(.)org/news/news_odkb/v—gosudarstvakh—chlenakh—odkb—vstupilo—
v-silu-soglashenie-o-sotrudnichestve-gosudarstv-chlenov-odkb-/; [“Agreement on Cooperation of the Member
States of the Collective Security Treaty Organization in the field of information security, "] Pravo, April 1, 2019,
http://pravo(.)by/upload/docs/op/E01700001_15550164.00.pdf.

26 “Developments in the field of information and telecommunications in the context of international security,”
United Nations, https://www.un.org/disarmament/ict-security/.

*7 Olivia Beavers, “Russia and Spain strike agreement for joint cybersecurity group,” The Hill, November 7, 2018,
https://thehill.com/policy/cybersecurity/4154.86-russia-and-spain-strike-agreement-for-joint-cybersecurity-
group; “Spain will no longer cooperate with Russia in fight against disinformation,” El Pais, November 22, 2019,

https://english.elpais.com/elpais/2019/11/22/inenglish/1574.412038_782976.html.

Institute for the Study of War ©2020



